DEVELOPING AND CONNECTING
CYBERSECURITY LEADERS GLOBALLY

ISSA

Malware
and how to

Deal with It
By Kyle Bubp – ISSA member, East Tennessee Chapter
This article discusses some of the proactive approaches that systems administrators and security
professionals can take to make it extremely difficult for malware to get a foothold on the network.

Abstract
This article discusses some of the proactive approaches that
systems administrators and security professionals can take
to make it extremely difficult for malware to get a foothold
on the network. It discusses approaches such as patch and
vulnerability management, secure system configurations,
and application whitelisting, as well as some of the challenges
in implementing these solutions and how to overcome these
challenges.

M

alware. It’s that dirty word that no organization
wants to hear, let alone deal with. Some variants of
malware can shut down an entire organization by
encrypting all files and file shares it has access to (Ransomware such as CryptoLocker, TeslaCrypt, CryptoWall, TorrentLocker). Another example of malware is targeted at the
specific organization, focusing on their “crown jewels” and
aims to exfiltrate data over common communication channels such as HTTPS or DNS requests, making it extremely
difficult to catch unless the organization is performing SSL
decryption and full-packet analysis. Other examples, known
as “PUPs” (potentially unwanted programs), may be identified as “malware” by your favorite anti-malware scanner,
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but in reality are just annoying programs such as Ask.com
Toolbar.1 Regardless of the flavor, all types are potentially a
disaster for your organization. Damages can be measured
monetarily by measuring the ransom price for your data in
the case of ransomware, the price of losing your intellectual
property in the case of data exfiltration, or the wasted man
hours in chasing down PUPs. As security professionals we
must all strive to ensure that business is not interrupted and
that our stakeholders are happy; thus we are doing a disservice to the company if any of the aforementioned costs hit the
company’s bottom line.
This article discusses some of the proactive approaches that
systems administrators and security professionals can take
to make it extremely difficult for malware to get a foothold
on the network. It discusses approaches such as patch and
vulnerability management, secure system configurations,
and application whitelisting, as well as some of the challenges
in implementing these solutions and how to overcome these
challenges.

1 Microsoft has broadened the definition of “malware” or “malicious software” to
include “unwanted software.” “Microsoft Deems Ask.com Toolbar Malware, Will
Automatically Remove” – http://www.scmagazine.com/microsoft-to-removeaskcom-other-programs-using-search-protection-code/article/420743/
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In a perfect world, network and systems administrators are
not additionally tasked with securing the organization. In
most organizations, they are aware of security best practices, but the organization has a dedicated information security
department that monitors, audits, and sees all remediation
efforts through to completion. However, reality is that this is
not the case. Systems administrators are not just responsible
for ensuring uptime; they are also responsible for ensuring
security. They are tasked with ensuring the secure configuration of their systems, vulnerability assessment and remediation, and sometimes even end-user training.
If the department can convince the business that investing in
security tools is a wise investment, then said department can
acquire tools such as an intrusion prevention system (IPS) or
even a next-generation firewall that has antivirus, anti-malware, and IPS signatures built in. The business may also invest in a centrally managed antivirus solution that resides on
all endpoints. That’s a great start, but it’s not all-encompassing. Sure, some malware will easily get caught by your corporate antivirus solution. If you have an IPS or a next-generation firewall, perhaps some of the signatures will prevent the
malware from ever touching the endpoint. However, some
organizations have a security budget that equals zero.
Regardless of the size of your organization, IT budget, safeguards, and security training, the inevitable is bound to
happen. Eventually, one of your users will click a link and
malware will be introduced to your environment. What happens next could make the difference between an event and an
incident. Incidents are extremely costly to an organization,
and by implementing some basic (and typically free) tools
and practices, one can minimize the risk that malware poses
to the company.
Most corporate security practitioners, who are typically jackof-all-trades system administrators, must rely on the securi-

ty community to provide them both knowledge and tools to
keep their organizations safe. Being as there are thousands of
tools available, and multiple approaches and angles to start
securing your organization, it’s typically best to start with the
basics. The best way to combat malware is to prevent it. To
do so is neither technically taxing, nor is it expensive. The
greatest challenge one will face in implementing basic security best practices will most likely be political.

Local admin = domain admin
Do you know how many of your users are running as a local administrator on a daily basis? If not, you should start
by auditing your network. If you are running Windows 7 or
above, you already have the auditing tool built in: PowerShell.
With PowerShell, you can utilize ADSI to query your domain
controller for all servers and computers, then query that list
for users in the local administrators group. Your goal should
be to eradicate all use of local administrator for day-to-day
operations. Malware is extremely dangerous when executed
with local administrator privileges. If malware is able to execute within the context of local admin, the attacker essentially owns the machine. If you’re thinking “no big deal, it’s
just a user’s machine, what’s the worst that can happen?” the
answer is compromise of domain administrator credentials.
How many of your helpdesk technicians or network admins
remote in to users’ machines to troubleshoot issues? If the
helpdesk technician’s or network admin’s account is a member of domain administrators (or, heaven forbid, enterprise
administrators), all the attacker has to do is wait until the
user logs in. At that point, he will have the helpdesk technician’s or network administrator’s credentials (username
and password) in cleartext. The attacker doesn’t even need
to crack a password thanks to the way in which Windows
stores credentials in RAM, which is documented in Micro-
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soft’s “Cached and Stored Credentials Technical Overview.”2
An attacker can use a tool such as MimiKatz to dump the
credentials that are stored in RAM, and they will be revealed
in cleartext. Assuming the network admin or helpdesk technician was part of the domain admins group, the attacker can
dump every user’s password hash and start cracking away.
Furthermore, the attacker can create what’s known as a golden ticket, which allows the attacker to come back years in the
future and acquire domain admin privileges again (even if
the organization changed all of their domain administrators’ usernames and passwords). This is well documented in
CERT-EU’s “Protection from Kerberos Golden Ticket.” 3 This
is accomplished by creating a specialized kerberos ticket that
allows an attacker to impersonate any user on the domain,
including the built-in domain administrator.
All of that is to say, the issue of users running as a local administrator is a very big deal. If for some reason you cannot
remove their local administrator rights for fear of interrupting business process, you may want to look into a privilege
management software such as BeyondTrust’s PowerBroker
for Windows, AppSense’s Application Manager, or Dell’s One
Identity solutions to limit what applications can run with local administrator privileges.

Zero-days and vulnerability management
Zero-day is a scary word in the infosec community. It’s a new
exploit, no known patches exist, and you are at the mercy of
the software vendors to mitigate the vulnerability. Fortunately, a large portion of organizations don’t get hacked because
of a zero-day. According to HP’s 2015 Cyber Risk Report, 44
percent of breaches came from vulnerabilities that are two- to
four-years old. In fact, CVE-2010-25684 was the highest exploited vulnerability in 2015 with 33 percent of exploits. This
is a vulnerability from 2010 with a patch published on August
2, 2010 (MS10-0465) that was the most commonly exploited
vulnerability in 2015 to compromise systems. Second behind
that, according to the HP 2015 Cyber Risk Report, is CVE2010-0188, which is a vulnerability in Adobe Reader and Acrobat. A patch was published by Adobe on February 16, 2010,6
yet it was the second most exploited vulnerability in 2015.
In fact, none of the CVE numbers seen exploited are from
2015, or even 2014, according to HP’s report. Yes, zero-days
are bad, but old, unpatched vulnerabilities are much worse.
You may be asking, how is it possible that a five-year-old vulnerability still exists in organizations? There is not a clear-cut
answer, but the culprit may lie in the fact that third parties,
such as Java and Adobe, don’t offer enterprise-level patching
solutions. Most organizations utilize Microsoft’s Windows
Server Update Services (WSUS) solution to manage operating
2 https://technet.microsoft.com/en-us/library/hh994565.aspx.
3 “Protection from Kerberos Golden Ticket,” CERT-EU News Monitor. October 6,
2014, accessed June 22, 2015 – http://cert.europa.eu/static/WhitePapers/CERT-EUSWP_14_07_PassTheGolden_Ticket_v1_1.pdf.
4 Common Vulnerabilities and Exposures, CVE-2010-2568. June 30, 2010, accessed
June 22, 2015 – https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2010-2568.
5 https://technet.microsoft.com/library/security/ms10-046.
6 https://www.adobe.com/support/security/bulletins/apsb10-07.html.
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system patches, but have no solution for patching third-party
products. Companies such as Shavlik7 and IBM8 offer solutions to manage third-party products and ensure they are up
to date. Without an enterprise patch solution, administrators
are left with either not allowing any third-party products, or
manually updating each product on each machine.
To mitigate unpatched vulnerabilities, one must first know
what vulnerabilities exist in the network. Both Tenable and
Rapid7 make great tools to assess network vulnerabilities.
Tenable’s basic offering is its Nessus vulnerability scanner. Tenable also offers a product known as SecurityCenter,
which is an enterprise-level solution that allows your business
to manage vulnerabilities by tying them to assets and correlating data over time. Rapid7 also has a great offering in its
Nexpose Enterprise product. Both Tenable and Rapid7 have
excellent enterprise-grade products, and each organization
will have to perform a side-by-side comparison to determine
which product is best for its environment and goals. If you are
tight on budget (or have no budget), an excellent alternative
to commercial enterprise software is an open source project
called OpenVAS. OpenVAS is the name of the fork of Nessus (originally known as GNessUs) and is a free, open source
vulnerability management software. It is currently at version
8.09 as of April 2015. You can download the software for free
at openvas.org.10 This solution may not be as elegant as the
commercially available tools, but at its core it is providing the
same value. A network vulnerability scanner and management platform will allow your organization to stay aware and
up to date on what vulnerabilities exist in the network so that
you may manage vulnerabilities by patching, configuration
changes, or other means.
Now that you have a handle on all the unpatched, exploitable vulnerabilities in your network, the next step is to set
up a sustainable patch management program. This program
will not only consist of patch management software, but also
a regularly scheduled patching window (some refer to it as
a maintenance window) that is approved by the business
stakeholders. You must work with your business to schedule
a definitive time frame every month in which servers and
desktops will be updated and rebooted. It is imperative that a
patching process document is authored, signed by stakeholders, and stored in a secure location.
To manage Windows updates, Microsoft provides a free tool
that you can utilize in your organization called Windows
Server Update Services (WSUS). The latest version of WSUS
for Server 2008 R2 is 3.0 SP2 and 4.0 for Server 2012. It can
be installed as a role on both OS platforms, and it can be used
to schedule and deploy Microsoft updates across the organization. Microsoft updates are not the only vulnerability that
exists in the network; most likely the runners up in your
network include Java and Adobe updates as well. Unfortu7
8
9
10

http://www.shavlik.com/products/patch/.
http://www-03.ibm.com/software/products/en/ibmendpmanaforpatcmana.
http://www.openvas.org/news.html - openvas8.
http://www.openvas.org.
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nately, there are not a lot of free options to centrally manage
third-party application patches. Some administrators rely on
third-party tools such as Shavlik Patch and BigFix. One additional tool an administrator can use to secure Java is the use
of a Java deployment rule set. Introduced in Java 7 update 40,
the Java deployment rule set (or whitelist) only permits Java
to execute on domains specified in the whitelist. Therefore,
if you cannot guarantee Java is updated on a regular basis,
you can control what sites can use Java.
This can be deployed via a group policy
A fully patched
object (GPO) using file items and is thus
centrally managed. Aside from operatWindows 8.1
ing system (including hypervisor) patchmachine scores
es, you may also wish to include updates
to network hardware firmware as well as
a measly 30%
BIOS updates.

compliance
with the CIS
Benchmark.

Configuring machines to industry
best practices

Aligning the configuration of your machines with an industry standard is paramount to security. There are many flavors of configuration
best practices out there, but I have found that the Center for
Internet Security’s11 benchmark and configuration guides are
some of the best around; you can enroll in membership, and
pricing is dependent on your organization’s size. Another excellent (and free) resource is NIST’s Security Configuration
Checklists Program. You can download12 all of the checklists
available. To utilize these checklists, you will first need to obtain an open vulnerability and assessment language (OVAL)
interpreter. One option is the OVAL Interpreter,13 provided
by Mitre. By aligning your machine configurations with an
11 http://www.cisecurity.org.
12 http://checklists.nist.gov.
13 http://sourceforge.net/projects/ovaldi.

industry best practice, you can ensure that you are securing
your endpoints and making it that much more difficult for attackers to compromise them. Don’t assume that just because
your machine is up to date that you are safe. There are still
many holes in the Windows OS (for the sake of convenience)
that could end up resulting in the compromise of the machine. A fully patched Windows 8.1 machine scores a measly
30% compliance with the CIS Benchmark.
Many administrators inadvertently make their network less
secure for sake of convenience. For example, some organizations turn off Windows firewall because it gets in the way,
or their administrators don’t know how to manage it. In doing so, these organizations are opening themselves up to the
risk of lateral movement. Many organizations set up the local
administrator on each workstation with the same password,
which makes lateral movement a piece of cake. Once an attacker can move laterally within the network, he can easily
find a machine that has a domain administrator’s credentials
in RAM.
Another example of a poor configuration change, for the sake
of convenience, is the disabling of user access control (UAC).
UAC essentially acts like a gatekeeper between standard user
privileges and administrator privileges. If a program attempts
to elevate to administrator privileges, the end user will get a
prompt asking if he wishes to allow the elevation of privilege.
This may very well serve as the last line of defense against
malware attempting to infect a system. However, if turned
off, the end user will never be prompted, and thus, never be
the wiser when malware escalates privileges to administrator.
There are many other examples of default configuration values that put your organization at risk. By conforming to an
industry best-practice configuration baseline, you can ensure
that the devices in your network are locked down as tight as
possible without preventing users from doing their job. If you
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are running a Windows Active Directory domain, all of these
settings can be managed from a central location, making it
that much easier on your administrators.

of the application whitelist. Before doing so, make sure that
your helpdesk is aware that the change is taking place, as they
are your first point of contact for new software requests.

Application whitelisting

Wrap up

Do you know what applications are on your network? Do you
have an approved software list (you should)? If so, how are
you enforcing it? Even if you don’t have an approved software
list, you can rely on application whitelisting tools to ensure
that programs are not behaving abnormally. One example
of abnormal behavior could be that a program is attempting
to execute from within a suspicious location such as C:\temp
instead of C:\Program Files. The administrator can also designate that only signed applications from specific publishers
can be executed on machines. The administrator can even restrict software from running depending on the version and
patch level.

No one solution will prevent all malware, but a combination
of the aforementioned will make it extremely difficult for an
attacker to penetrate the network and gain a foothold, let
alone move laterally. The key is to be prepared by enacting
the preventative measures outlined in this article, but also
in the sense of having a plan on how to react if something
does slip through the cracks. An organization can implement
vulnerability management, configuration management, and
application whitelisting for the low cost of $0 (not including
man hours), but must also accept that eventually there will
be an infection, and there will be an incident. Having a proper incident response plan (IRP) is key, and I recommend the
template14 from the California Department of Technology for
beginning an IRP. Plan accordingly, be prepared, and never
let your guard down. Malware can be dealt with after the fact,
but the best way to prevent malware is to defend against it by
proper planning and configuration.

By only allowing valid software to execute on systems, and
blocking everything else, application whitelisting can prevent
many malicious attacks. And if you have an Active Directory domain, you have two free tools available to you that will
allow you to manage the applications being executed on your
endpoints. Both software restriction policies (SRPs) and AppLocker will allow your administrators to manage the software being executed in your domain. There is a significant
time investment in setting up either technology, but the time
is worth it given the massive payoff.
If you are looking for a more active solution, Bit9 + Carbon
Black has an excellent endpoint solution. Bit9 has the ability
to prevent any new executable from running, but also allows
the user to enter a reason for execution. The Bit9 administrator can then choose to allow said executable for the user,
a group of machines, or all machines in the organization.
Bit9 also automatically bans known malicious files based on
MD5 and SHA-1 hashes, and has the ability to control USB
access. The other piece of the solution, Carbon Black, is an
excellent forensics tool. Think of it like a stenographer for the
endpoints. It records every event that occurs and sends it back
to a central server. Carbon Black also has the ability to tie
into threat feeds such as VirusTotal, ThreatConnect, and the
National Vulnerability Database.
Application/executable whitelisting is an effective means
of dealing with malware, but it is also the most expensive
in terms of time commitment. Application whitelisting at
scale takes a lot of planning to ensure that end-user impact
is minimal. One must first determine what applications are
on the network and build an “approved software list.” There
may be multiple versions of this list, as different departments
will need to use specialized software to perform their specific duties. A process must also be created to allow department managers to get software added to the list. Once these
tasks have been completed, the administrators can build the
approved list in the selected technology based on the established approved software lists. The final step is to turn on the
solution, blocking anything that does not meet the criteria
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